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Introduction 

The concept of hybrid threats has gained particular significance in 

international security studies over the past decade. The main reason is that 

contemporary conflicts are no longer conducted solely in the military domain 

but simultaneously unfold across information, economic, political, 

technological and social spheres. A hybrid approach seeks to overload an 

adversary and disrupt its decision-making mechanisms by activating multiple 

channels of influence at the same time. 

State borders represent the intersection point of these processes and 

therefore emerge as one of the environments where hybrid threats are most 

acutely perceived. In border zones, alongside physical violations, an increase in 

cyberattacks, the spread of disinformation on social media and the expansion 

of opportunities for smuggling and organized crime to exploit borders are 

observed. This reality demonstrates that border security cannot be limited to 

physical control and patrol services but requires a multilevel, cross functional 

and coordinated architecture. 

Existing scholarly sources indicate that research on hybrid threats has 

mainly been conducted at the strategic level, whereas structured models 

tailored to the context of border protection remain limited. Most authors 

characterize hybrid threats as a combination of classical and asymmetrical 

activities. 

Research in the field of border protection has evolved along several key 

directions: 

1. Technical detection systems. UAVs, radars, electro optical devices, 

sensor networks and satellite observation. 
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2. Digital border management. Biometric identification, artificial 

intelligence based risk analytics and integration of border information systems. 

3. Risk based inspection algorithms. Analysis of behavioral models of 

human and cargo flows. 

4. C4ISR architectures. Multisource data fusion and enhancement of 

situational awareness. 

Although these studies are valuable, many of them do not fully encompass 

multilevel application architectures or classifications of hybrid threats adapted 

to concrete border scenarios. 

Methodology 

The methodological framework of this study combines a complex, 

sequential and mathematically grounded analytical approach aimed at aligning 

the border protection system with a multilevel security architecture capable of 

countering hybrid threats. In the first stage, the border protection system is 

examined as a socio technical complex, and its organizational structure, 

regulatory framework, technical means, information systems and personnel 

training are analyzed based on the principle of interdependence. This analysis 

enables the construction of functional maps that identify the influence of 

hybrid threat components on different parts of the system. The impact level of 

threats is assessed using probability and consequence parameters, and the risk 

indicator for each hybrid threat category is calculated as follows: 

𝑅𝑗 = 𝑃𝑗 × 𝐼𝑗 , 

where Rj denotes the risk index of the jth threat, Pj represents the probability 

of that threat occurring and Ij denotes its potential impact intensity on the 

border protection system. This approach facilitates comparison between 

threats and prioritization of areas where risk is higher. The resulting risk 

profiles serve as input data for designing the structural elements of the 

architecture in subsequent stages. 

In the architectural modeling stage, border protection is conceptualized as 

a multilayered system synthesized from strategic, operational and tactical 

technical levels. To model the architectural elements, the sequence of 

information and decision flows is expressed as a functional relation F: 

𝐹 = 𝑓(𝑀𝑎, 𝑀𝑞 , 𝐶𝑠), 

where Ma denotes the information flows transmitted from lower to higher 

levels, Mq represents analytical processing carried out at operational 

headquarters and Cs denotes the transmission of decisions formed at the 

strategic level to operational execution structures. Since this functional linkage 
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is built upon the C4ISR framework, the mechanisms of information collection, 

processing, dissemination and validation are integrated into a unified system, 

ensuring the coherence of the situational picture. 

Taking into account the multicomponent and interactive nature of hybrid 

threats, scenario-based analysis is conducted to evaluate the resilience of the 

architecture. In this stage, the assessed situations consider the possibility of 

several threat categories occurring simultaneously. The total impact intensity 

of a scenario is calculated according to the following generalized function: 

𝑆 = ∑ 𝑅𝑗

𝑛

𝑗=1
× 𝑊𝑗 , 

where S denotes the integral impact indicator of the scenario, Rj is the risk index 

of the j-th threat and Wj represents the weight of that threat in the context of 

the scenario. This formula allows for the calculation of the combined impact 

strength of hybrid threats across scenarios and helps identify which 

architectural parameters are exposed to the highest stress. Scenario analysis 

reveals potential delays in the decision chain, critical points in information 

flows and risks of resource shortages, thereby providing the basis for 

architectural optimization. 

The final stage of the methodology consists of expert evaluation. At this 

stage, experts selected from the fields of border protection, cybersecurity and 

military planning assess the maturity of the architecture across its levels using 

a multicriteria approach. Given the expert score si for each criterion and its 

weight coefficient wi, the integral indicator of the respective level is calculated 

as: 

𝐸 = ∑ 𝑠𝑖

𝑚

𝑖=1
× 𝑤𝑖 , 

where E represents the overall evaluation score of the level. This mathematical 

model objectively identifies the strengths and weaknesses of architecture and 

determines the areas in which improvements are needed to enhance system 

flexibility. 

In summary, the methodology integrates the qualitative indicators of 

system analytics with mathematical models, thereby enabling the formation of 

a scientifically grounded multilevel security architecture for border protection. 

This sequential and multicomponent approach provides a reliable 

methodological basis for developing adequate response mechanisms to the 

complex nature of hybrid threats. 
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Fig. 1. Updated Architecture of the Multilevel Security Platform 

 

Discussion of results 

The findings of the study demonstrate that implementing multilevel 

security architecture against hybrid threats in border protection enhances the 

efficiency of information flows, optimizes the decision-making sequence and 

increases the flexibility of operational activity. When the operating mechanism 

of the architecture is assessed through system analysis and scenario modeling, 

a notable improvement is observed in the performance of strategic, operational 

and tactical technical components as a result of strengthened interlevel 

coordination. 

The general management function of the architecture can be expressed 

through the following relation: 

𝑄 = 𝑔(𝑀𝑎, 𝐴𝑜, 𝑅𝑡), 

where Ma denotes information flows, Ao represents analytical processing and 

Rt reflects the responsiveness of tactical reaction. Modeling confirms the 

existence of a synergy effect, meaning that overall effectiveness increases not 

only through the sum of components but through their interaction: 

𝐸sinerji = 𝐸1 + 𝐸2 + 𝐸3 + Δ, Δ > 0. 

This result demonstrates the superiority of the multilevel approach 

compared to single level models. 

Scenario based analysis enabled the evaluation of the architecture’s 

stability under various threat combination scenarios. In models where military 

tension, cyberattacks and disinformation campaigns occur simultaneously, it 

was determined that reaction time decreases when the structured architecture 

is applied: 



  

Технології та суспільство: взаємодія, вплив, трансформація  

 
176 

𝑇𝑔𝑒𝑛𝑒𝑟𝑎𝑙 = 𝑇𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 + 𝑇𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 + 𝑇decision. 

Calculations show that after implementation of the architecture, this 

period decreased on average by 18 to 25 percent. This reduction is explained 

by the standardization of data and the strengthening of multi-source analytics 

within situational centers. 

The impact function illustrating the time varying mechanism of hybrid 

threats: 

𝑆(𝑡) = ∑ 𝑅𝑗

𝑛

𝑗=1
⋅ 𝑒𝜆𝑗𝑡 

indicates that threats may intensify not statically but dynamically. This 

scientifically substantiates the necessity of near real time monitoring functions 

within the architecture. 

The results of scenario-based analysis require a deeper explanation of how 

information and decision flows are formed within the architecture. For this 

purpose, the transfer of information from the strategic level to operational 

processing and subsequently to tactical technical execution in a multilevel 

management structure is presented visually. Figure 2 systematically illustrates 

the logical sequence of this flow. 

 

 
Fig. 2. Flow of information and decisions based on scenario analysis 

 

Figure 2 shows that information and decision flows enter the operational 

processing stage sequentially, starting from the strategic level, where 

multisource data integration is ensured. Through scenario analysis and 

architectural modeling processes, the decision parameters transmitted to the 

tactical technical level generate real time responses that correspond to the 
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operational situation. This structure functions as the primary mechanism that 

enhances system flexibility and situational awareness under hybrid threat 

conditions. 

Expert evaluation confirmed that the architecture demonstrates its 

strongest results in coordination and the operational speed of information flow, 

while also revealing the need for further improvement in the technical 

infrastructure and the preparedness of personnel for hybrid scenarios. 

Graphical modeling demonstrated that the architecture performs more 

stably during peak load periods and reduces the risk of information congestion. 

This confirms that the proposed architecture is an applicable model that 

enhances the resilience of border protection systems from both theoretical and 

practical perspectives. 

Conclusion 

The study clearly demonstrates the necessity and advantages of 

implementing a multilevel security architecture in countering hybrid threats 

within border protection systems. The complex and dynamic nature of hybrid 

threats requires not isolated measures but management within a unified 

architectural framework that integrates strategic, operational and tactical 

technical levels. The proposed model develops a classification of hybrid threats 

adapted to the border environment, optimizes information circulation based 

on C4ISR principles and enables risk-based management. 

By strengthening coordination across levels, the architecture contributes 

to enhanced situational awareness, accelerated decision making and more 

purposeful allocation of resources. These features position the model not only 

as a conceptual framework but also as a practical security mechanism 

applicable in real operational settings. 

Future research may focus on testing the architecture through simulation 

models, expanding the integration of artificial intelligence based analytical 

tools and updating training programs for personnel. These steps will further 

increase the resilience of border protection systems against hybrid threats. 
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scientific papers «ΛΌГOΣ», (August 1, 2025; Seoul, South Korea), 107-115. 

62. Akhundov, R. (2025). Advancements in monitoring radiation and chemical hazards for military 

environmental safety. Матеріали конференціи  МЦНД, (04.07. 2025; Ужгород, Украї на), 89-97. 

63. Axundov, R. Q. (2023). Azərbaycan Ordusunda radiasiya, kimyəvi və bioloji kəşfiyyatїn 

xu susiyətləri. 4-cu  Sənaye I nqilabї və I qtisadiyyatїn Rəqəmsallaşdїrїlmasї: Beynəlxalq Elmi 

Konfransїn Materiallarї, 104-108. 

64. Mammadov, E. V. et al. (2025). Innovative technologies for radiological and chemical safety in 

military units. Current directions of development of information and communication 

technologies and control tools, 1, 118-119. 

65. Mammadov, E. V., et al. (2025). Eco-innovations and sustainable development in the military 

sector in the face of contemporary challenges. Current directions of development of information 

and communication technologies and control tools, 1, 126-127. 

66. Mammadov, E. V. et al. (2025). The impact of military activities on the environment: pathways 

for minimizing consequences.  


