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Introduction

The dynamics of modern warfare are undergoing rapid transformation,
and one of the most significant drivers of this change is the widespread use of
Unmanned Aerial Systems (UAS). Over the past decade, small and inexpensive
drones employed for both reconnaissance and strike missions have
fundamentally altered the character of armed conflicts. The Second Nagorno-
Karabakh war and the ongoing conflict in Ukraine have clearly demonstrated
that UAS can undermine the effectiveness of conventional forces and even
traditional air defense systems.

The advantages of UAS-low cost, high maneuverability, stealth, and
modular payload capabilities-have turned them into strategic assets in the
hands of both state militaries and non-state armed actors. However, these very
advantages also create new security challenges. The use of costly surface-to-air
missile systems against cheap commercial drones is economically
unsustainable, while traditional air defense solutions often prove insufficient
against drone swarmes.

For this reason, Counter-unmanned aerial systems (C-UAS) approaches
have become a critical element of modern military operations. An effective C-
UAS framework must rely not only on advanced technological tools but also on
appropriate tactical and organizational measures. Current operational
experience indicates that a multi-layered approach-combining surveillance,
detection, neutralization, and passive defense measures-offers the most
rational response to the evolving UAS threat.

In recent years, the body of literature on the military applications of UAS
has grown substantially. NATO and the U.S. Department of Defense classify UAS
into several categories based on flight altitude, operational range, and payload
capacity. Among these, Class 1 systems (mini, micro, and small drones) are
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considered the most prominent threat in modern operations, as traditional air
defense systems often struggle to detect and neutralize them effectively.

Existing studies generally categorize C-UAS approaches into three main
domains:

1. Detection and identification technologies- radar systems,
radiofrequency (RF) analyzers, electro-optical and infrared sensors, and
acoustic detectors. Scholars emphasize that optimal effectiveness is achieved
through the combination of multiple sensors (sensor fusion).

2. Neutralization methods- electronic warfare capabilities (jamming GPS
and communication signals), kinetic means (artillery, C-RAM, missile systems),
and directed-energy weapons such as lasers and high-power microwaves.

3. Tactical and organizational measures- camouflage, reduction of
electromagnetic signatures, decoys, dispersion of forces, and other passive
defense techniques.

A recurring theme in the literature is the limited effectiveness of current
technologies against drone swarms, as most systems are designed to counter
single or small groups of drones. Another frequently highlighted issue is the
problem of economic asymmetry: deploying expensive surface-to-air missiles
to destroy low-cost drones is unsustainable in the long term.

In conclusion, the literature strongly suggests that there is no universal
solution to the UAS threat. Effective defense is only possible through an
integrated application of technological, tactical, and organizational measures.

Methodology

The objective of this study is to analyze the approaches employed to
counter UAS in modern military operations and to assess their relative
effectiveness. The methodology is based on an analytical-synthetic approach
and consists of the following stages:

1. Literature review- doctrines and classifications developed by NATO and
the U.S. Department of Defense, as well as scientific articles, reports, and
military analytical studies, were systematically reviewed.

2. Case study analysis- open-source data on the use of UAS and
corresponding countermeasures during the Nagorno-Karabakh war (2020)
and the war in Ukraine (2022-2025) were collected and examined.

3. Comparative analysis- operational experiences from different
war theaters were compared to identify common trends and critical
distinctions.

175




IHTeNneKTyanbHUM pecypc CbOroAeHHs: HayKOBI 3afadi, PO3BUTOK Ta 3aMMTaHHA
. _________________________________________________________________________________________________________________________________________________|

4. Analytical generalization- C-UAS technologies were evaluated in terms
of detection, neutralization, and passive defense, highlighting their advantages
and limitations.

The methodological framework integrates both normative sources
(doctrinal requirements) and empirical evidence (combat experiences). This
approach enables not only the assessment of technical performance but also
the evaluation of economic and tactical effectiveness.

Results and discussion

The findings of this study indicate that there is no universal or fully
effective solution to the UAS threat. However, the integration of diverse
technologies, tactical measures, and organizational approaches can establish
an effective defensive environment in contemporary military operations.

1. Detection and identification. Timely and accurate detection of drones
constitutes the foundation of any Counter-UAS (C-UAS) system. Each existing
technology presents its own advantages and limitations:

- radar systems face limitations in detecting small drones, but next-
generation radars with high-frequency capabilities and advanced algorithms
enhance detection probabilities;

- radio-frequency (RF) monitoring systems are effective in identifying
control and telemetry signals but are less useful against fully autonomous
drones;

- electro-optical and infrared sensors offer high precision, though their
effectiveness decreases under poor visibility conditions (fog, night operations);

- acoustic sensors can be useful at close range but are prone to false
alarms in noisy environments. Thus, the most optimal solution is the
integration of multiple sensors (sensor fusion).

The findings demonstrate that the most rational approach is a multi-
layered defense model. This framework envisions the deployment of different
detection and neutralization systems across various ranges. At long range,
radars, RF sensors, and surface-to-air missiles provide the primary protection.
Medium-range defenses rely on artillery, C-RAM, and directed-energy
weapons, while short-range protection is ensured through electronic jamming,
drone traps, and decoys. Complementing all these layers are passive measures
such as camouflage, force dispersion, and reduction of electromagnetic
signatures, which significantly reduce the effectiveness of UAS attacks.

The conceptual structure of the multi-layered defense is presented in
Figure 1.
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Fig. 1. Multi-layered C-UAS defense model

The effectiveness of countermeasures varies across different UAS
categories. Class I drones are best countered with electronic warfare and
lasers, although RF methods are ineffective against autonomous platforms.
Class Il drones require radars, EO/IR sensors, and C-RAM solutions. Large Class
[1I strategic drones can only be neutralized by surface-to-air missiles, which
remain costly and limited. A comparative overview is presented in Table 1.

Table 1
UAS classes vs countermeasures
Tvpical Effective Effective
UAS Class ypiear | detection neutralization | Limitations
characteristics
methods methods
) RF sensors, Ineffective
Class 1 L.OW altitude, s.mall EO/IR cameras, | Electronic against
P size, commercial .
(mini/micro) drones acoustic warfare, lasers | autonomous
detectors systems
Class Il 25-150kg mid- | p- 42 L EO/IR | C-RAM, Higher speed
(small/mid- range, more . e
range) resilient sensors artillery and resilience
. . Costly
Class III ;‘ftliﬂff dsézsir}:tgeh ic Military radar | SAM (Surface- | intercept,
(MALE/HALE) o 5 systems to-Air Missiles) | limited
missions o pers
availability

2. Neutralization technologies. Counter-UAS neutralization methods
encompass different technological domains, each with specific strengths and
limitations: electronic warfare systems; Kkinetic means- C-RAM systems,
artillery, and surface-to-air missile complexes provide high destructive
capability; directed-energy weapons- systems based on lasers and high-power
microwaves are regarded as among the most promising solutions for the future.
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The experience of recent conflicts demonstrates that the choice of
neutralization technology must account not only for technical effectiveness but
also for economic efficiency. For instance, destroying a commercial drone
worth approximately $1,000 with a surface-to-air missile costing $500,000 is
not a viable long-term strategy. Consequently, C-RAM projectiles and directed-
energy weapons emerge as more favorable alternatives. This economic
asymmetry is illustrated in Figure 2.

3. Tactical and organizational measures. Operational experience
demonstrates that relying solely on technological systems is insufficient for
countering drones. Passive defense measures are essential to reduce the
effectiveness of UAS attacks: camouflage- reduces visual and infrared
signatures, limiting the ability of drones to detect and track targets; reduction
of electromagnetic signature- makes it more difficult for radar systems to
identify and lock onto forces; force dispersion- dispersing personnel and
equipment over a wider area minimizes the impact of drone strikes; use of
decoys- diverts enemy drones toward false targets, protecting primary assets.

These measures complement technological countermeasures and make
the overall C-UAS framework more flexible and resilient.
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Fig. 2. Economic asymmetry- cost of drone’s vs countermeasures

4. Lessons from modern wars. Conflicts of the past decade have
demonstrated that UAS can decisively shape the course of contemporary
military operations:

- the 2020 Second Nagorno-Karabakh War - this conflict proved that
drones are capable of rapidly neutralizing conventional armored vehicles and
artillery systems. The integration of reconnaissance and precision-strike
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functions in drones altered the operational balance within a short period and
highlighted the strategic advantage of such technology.

- the war in Ukraine (2022-2025) - here, the mass employment of low-
cost FPV kamikaze drones has fundamentally reshaped classical UAS doctrine.
Their use against both frontline and deep strategic targets increased the
intensity and unpredictability of combat.

These experiences underline the necessity for Counter-UAS approaches to
be more flexible, multi-layered, and economically sustainable. Ultimately, an
effective C-UAS system should not be seen as a purely technological construct
but as a synthesis of advanced technologies, cost-efficient solutions, and
adaptive tactical measures.

Conclusion

The analysis demonstrates that the rapid development and proliferation
of UAS have profoundly influenced the conduct of modern military operations.
Their affordability, flexibility, and maneuverability pose significant challenges
to conventional forces and traditional air defense systems. The review confirms
that there is no universal C-UAS solution. Nevertheless, a multi-layered
approach-integrating detection, neutralization, and passive defense measures-
emerges as the most effective strategy.

Beyond technological capabilities, economic and tactical considerations
play a critical role. The use of expensive missile systems against low-cost
commercial drones is unsustainable in the long run. Therefore, future efforts
should focus on:

- greater integration of sensor technologies supported by artificial
intelligence-based identification algorithms;

- wider deployment of directed energy weapons such as lasers and high-
power microwaves;

- improved tactical flexibility and refinement of passive defense
measures.

In conclusion, the effectiveness of C-UAS systems will depend not only on
technological superiority but also on a holistic and adaptive approach that
balances cost, efficiency, and operational resilience.
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