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Introduction

The rise of armed confrontations in urban space requires planning not
only on a geographic map but also across social, information, and infrastructure
systems. Fragmentation of information among diverse sources, the late
formation of a common operational picture, and the deferral of legal scrutiny
to subsequent stages prolong the OODA loop, raise civilian risks, and weaken
the resilience of critical infrastructure. Against this backdrop, the optimization
of the intelligence-surveillance-assessment chain for urban conditions, its
prior integration with rules of engagement, and the governance of outcomes
through measurable indicators appear necessary from both scientific and
practical standpoints.

Proceeding from this need, the article explains four directions and shows
their interconnections. First, by mapping urban flows, critical nodes and
constraint zones are identified in advance so that fire and maneuver plans are
deconflicted with the rhythm of civilian life. Second, satellite, high-altitude and
tactical UAVs, UGVs, ground observation, and open-source signals are fused
with unified temporal and spatial references, thereby forming a near real-time
operational picture. Third, a scenario-based ROE decision mechanism becomes
part of the operational procedure, clarifying means selection and dual-
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confirmation sequences under conditions such as civilian presence and
proximity to critical sites. Fourth, with a KPI set, outcomes such as civilian
harm, infrastructure damage, OODA loop duration, communications
restoration time, and legal compliance are measured, and a corrective action
plan is established at the operational level. This approach places technical
optimization on the same plane as legal and humanitarian requirements and
increases the precision of decisions, the speed of execution, and accountability
in urban operations.

Doctrinal sources affirm the multidimensional, non-linear, and
simultaneous character of urban combat. Small-unit autonomy and combined-
arms coordination are core principles. Over the past decade, the technological
vector has strengthened. Commercial satellite imagery, low-cost UAV platforms,
UGVs, OSINT, mesh communications, and electromagnetic spectrum operations
enable timely and accurate decision-making. Nonetheless, empirically
measurable KPI systems, scenario-based decision trees for ROE, and the
formalization of urban flows often remain at a conceptual level. Regional
morphology and the specific vulnerabilities of utility infrastructure are also
typically not modelled separately. This article fills that gap with a systematic
methodological treatment.

Methodology

This study presents a sequential and transparent framework that explains
the practical application of operational design in the urban environment. At the
core of the approach lie the formalization of urban flows, the shortening of the
intelligence-fires loop, and the assurance of legal compliance in decision-
making. The methodological chain consists of four interlinked stages; however,
these stages are not merely a set of technical steps. Each stage internalizes the
results of the preceding one and establishes a tested data base for the next
stage.

In the first stage, the urban environment is modelled not merely as an
aggregation of buildings but as a network of parallel flows. Flows such as
energy, water, information, logistics, and population movement are mapped in
a GIS environment as superimposed layers. The aim is to enhance the visibility
of critical nodes and to pre-calculate the risk of military activity in their vicinity.
Key sources such as cadastral data, the street network, technical maps of
utilities, and the distribution of population density are synchronised. As a
result of this synchronization, constraint areas within the area of operations
and contingency routes for humanitarian passage are identified. At the same
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time, deconfliction zones with municipal infrastructure become visually
evident and are treated as hard constraints at the planning stage.

The five principal directions of urban flows and the central urban
environment are shown in Figure 1.

NODES RESTRICTION ZONES
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Fig. 1. City Flows Concept Diagram

in the second stage, the system’s information resilience is enhanced. Here,
a vertical stratification of intelligence sensors is applied. High-altitude
platforms and satellite observation provide a synoptic view of the area of
operations. Tactical UAVs and ground robots conduct micro-scale identification.
Local observation, patrol reports, and open-source data assist in mapping
social signals. Each of these sources may be uncertain in isolation, but when
fused into a common operational picture, identification accuracy increases, and
timely decision-making becomes possible. To ensure that information reaches
the decision-maker ahead of everyone else, time stamps and geolocation rules
are standardised. When inter-sensor inconsistencies arise, a human-in-the-
loop correction mechanism is triggered, and ambiguous targets are routed for
additional verification.

As the sensor layers are integrated, a unified common operational picture
emerges (Figure 2).

in the third stage, legal and ethical compliance is institutionalized as an
operational procedure. The decision tree is not merely a set of abstract rules.
The probability of civilian presence in the target area, proximity to critical
infrastructure, and the availability of alternative means are evaluated on the
basis of near real-time information. When civilian risk is confirmed, non-lethal
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means or maneuver take precedence. When proximity to critical objects is
detected, precision munitions or stand-off methods are employed. Every fire
decision is formalized through a dual-confirmation mechanism: one line
provides visual identification, while the other supplies signal-based or
electronic evidence. The result is fed back into the system immediately through
post-strike assessment, generating practical experience to be used in
subsequent decisions.
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ICAL UAV UGY GROUND OBSERVATION

!

OPEN SOURCES AND SOCIAL SIGNALS
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TIME STAMP GEQ-REFERENCE CONFIDENCE

Fig. 2. ISR Cascade and Common Operating Picture

in the fourth stage, measurability and governance are ensured. Operation
outcomes are tracked not on the basis of assumptions and impressions but
through pre-agreed indicators. Core indicators are selected such as the
incident-based mean of civilian casualties, the share of damage at critical
facilities, the duration of the intelligence-decision-execution loop, the accuracy
of post-strike identification, the restoration time of the communications
network, and the proportion of events compliant with ROE. The procedure for
civilian presence, proximity to critical objects, and means selection is depicted
in Figure 3.

For each indicator, the data source, measurement method, and target value
are approved in advance. Expert weights are used to set priority among
indicators, and sensitivity scenarios are tested to check the stability of results.
For example, when communications are cut, mesh topology is expanded with
reserve nodes, and when GPS disruption occurs, alternative time-
synchronization methods are activated. When all stages function together, the
complexity of the urban environment is transformed into a managed risk space,
and transparent decision traces are formed.
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Fig.3. ROE decision tree

Discussion of results

The operational value of the proposed framework concentrates on three
principal outcomes. First, mapping urban flows aligns fire and manoeuvre
plans with the natural rhythm of civilian life. The depiction of energy and water
nodes is not merely a technical map. It identifies starting points for restoration,
the resilience of humanitarian services, and the actual viability of evacuation
routes. In this way, decision-makers expand freedom of action while
safeguarding the health of critical infrastructure. As a practical result, the share
of damage at critical sites decreases, recovery plans become more realistic, and
the continuity of civilian services is preserved.

Second, a vertically stratified intelligence package increases identification
accuracy and shortens the intelligence-fires-assessment loop. The high-level
view provides the big picture of the situation, while tactical platforms add fine-
grained detail. Geolocation of open-source information renders local social
signals visible and reveals concealed risks early, especially in dense
neighborhoods. When the rules of data fusion are standardised, latency
decreases, and uncertainty caused by conflicting signals on the same target is
handled by a controlled resolution mechanism. This mechanism lowers the
probability of misidentification and improves the quality of post-strike
assessment. As a result, the management of civilian risks becomes proactive
and the need for later correction is reduced.

Third, institutionalizing the ROE decision tree as an operational procedure
shifts legal compliance from a technical requirement to daily practice. The
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decision tree should not be seen only as a set of constraints. It provides a clear
sequence for every commander and helps produce decisions of consistent
quality under identical scenarios. When civilian presence is confirmed, non-
lethal means become the primary choice. When proximity to critical objects is
detected, precision munitions or maneuvers are preferred. The dual-
confirmation mechanism strengthens the evidentiary basis of the decision and
facilitates subsequent audit. This transparency enhances responsibility within
the operational culture and mitigates legal risks.

The KPI matrix renders these outcomes measurable and closes the
management loop. The incident-based means of civilian casualties reflects the
humanitarian footprint of the operation. The share of damage at critical
facilities sets recovery priorities in coordination with municipal authorities.
The duration of the intelligence-decision-execution loop clarifies whether
resource allocation is rational. The accuracy of post-strike identification
indirectly measures the quality of sensor fusion. Communications restoration
time indicates the resilience of the network architecture. The proportion of
ROE-compliant events is the indicator of the legal and ethical foundations of the
entire framework. When any indicator deviates from target, a corrective action
plan is triggered. For example, if communications restoration time lengthens,
the density and placement of reserve nodes in the mesh are recalculated. If
civilian casualties exceed planned levels, the thresholds for switching to non-
lethal means in the decision tree are updated with more conservative values.

Regional morphology exerts a tangible influence on implementation.
Where broad avenues sit alongside dense historical quarters, observation and
maneuver options change sharply. In such cases, resources aimed at
identification accuracy are increased in dense neighborhoods. OODA target
values are adjusted to real conditions, and as compensation the post-strike
evidentiary requirements are tightened. Such adaptation does not mean
abandoning the standards of the framework. On the contrary, core principles
are preserved, and parameters are updated in line with local characteristics.

This discussion shows that the proposed framework is not merely a
theoretical model. When the formalization of urban flows, vertical intelligence
synthesis, and the proceduralizing of ROE decisions are applied together, the
operational environment becomes more predictable. Decisions rest on more
transparent foundations, the management of civilian harm is undertaken more
reliably, and the protection of critical infrastructure becomes a genuine priority
in operational plans. The next step is to test the framework in a digital twin
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environment and to tune parameters for cities with differing morphologies,
which will further refine its practical utility.
Conclusion

The study confirms the necessity of a unified operational framework for
optimising intelligence, surveillance, and assessment in urban settings. When
the prior mapping of urban flows, the synthesis of vertically stratified sensor
layers, and scenario-based ROE checks are implemented together, decision-
making becomes faster and more accurate, and the management of civilian risk
becomes an integral part of operations. Measurability through KPIs links legal
and ethical requirements to practical procedures and increases accountability
at the command level.

The practical upshot is that the advance identification of constraint zones
around critical nodes aligns fire and maneuver plans with the rhythm of civilian
life; the ISR cascade shortens the OODA loop and reduces the probability of
misidentification; and the ROE decision tree enables decisions of consistent
quality under identical scenarios. This approach facilitates operational
coordination among municipal bodies, emergency services, and military
headquarters and enhances the realism of recovery plans.
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