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Introduction 

The increasing reliance of modern armed forces on digital technologies 

has fundamentally transformed the nature of combat readiness. Command and 

control systems, intelligence processing, communications, logistics, and 

weapons platforms are now tightly integrated into complex information 

infrastructures. While this digital transformation enhances operational speed, 

precision, and coordination, it simultaneously exposes military forces to cyber 

threats capable of disrupting critical functions without the use of kinetic force. 

As a result, cyberspace has become an operational domain in which the 

degradation of information systems can directly affect the outcome of military 

missions. 

Despite the formal recognition of cyber threats at the strategic level, a 

persistent problem remains in their practical treatment within military 

readiness frameworks. Cybersecurity is often addressed as a technical or 

support function, separated from operational planning and combat training. 

This fragmentation leads to a mismatch between the level of cyber resilience 

required under combat conditions and the actual robustness of information 

systems maintained in peacetime. In crisis situations, this gap manifests in 

delayed decision-making, loss of situational awareness, disruption of command 

chains, and reduced operational tempo. 

The core problem examined in this article is the insufficient integration of 

cyber threat management and information system protection into the concept 

of combat readiness. Traditional readiness models emphasize personnel, 
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equipment, and logistics, while underestimating the decisive role of 

information integrity, availability, and controllability. Cyber incidents, even 

when limited in scale, can trigger cascading effects across command and 

support systems, transforming local technical failures into operational-level 

vulnerabilities. 

This article argues that the protection of information systems should be 

treated as a measurable and integral component of combat readiness rather 

than as a purely technical safeguard. By conceptualizing cyber threats in 

operational terms and linking cybersecurity measures to mission continuity 

and decision-making resilience, it becomes possible to align information 

system protection with the core objectives of military readiness. The purpose 

of this study is to analyze the impact of cyber threats on combat capability and 

to substantiate a systematic approach to protecting military information 

systems as a prerequisite for sustained operational effectiveness. 

Cyber Threats in the Military Domain and Their Impact on Combat 

Readiness 

The military domain is characterized by a high degree of dependence on 

information systems that support command and control, intelligence, 

communications, and logistics. In this environment, cyber threats are not 

limited to the loss of data or temporary system disruptions but represent a 

direct challenge to combat readiness and operational continuity. Unlike 

conventional threats, cyber threats can be executed continuously in peacetime, 

escalate rapidly during crises, and remain covert until their effects materialize 

at critical moments. 

From an operational perspective, military cyber threats can be classified 

according to their intended effects on information systems and command 

processes. Attacks targeting confidentiality aim to extract sensitive operational 

data, plans, or intelligence, thereby enabling adversaries to anticipate actions 

and counter them effectively. Integrity-focused attacks seek to manipulate or 

falsify data, which can be even more dangerous, as compromised information 

may lead commanders to make incorrect decisions based on seemingly reliable 

inputs. Availability-oriented attacks, including denial-of-service and 

destructive malware, aim to disrupt or disable critical systems, directly 

affecting the tempo and coordination of military operations. 

Beyond these classical categories, modern military cyber threats 

increasingly combine multiple vectors and effects. Cyber operations are often 

synchronized with electronic warfare, information operations, and kinetic 
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actions, creating compound threats that are difficult to attribute and counter in 

real time. Supply chain compromises, exploitation of software updates, and the 

use of insider access further expand the attack surface, allowing adversaries to 

penetrate systems that are formally isolated or protected. 

The impact of cyber threats on combat readiness manifests through their 

influence on core military functions. Disruptions to command and control 

systems degrade the ability to issue timely orders and maintain coherent force 

employment. Compromised intelligence systems reduce situational awareness 

and increase uncertainty, while attacks on logistical and support systems 

undermine sustainment and force endurance. In aggregate, these effects slow 

operational tempo, increase the risk of errors, and reduce the adaptability of 

forces under dynamic conditions. 

To illustrate the relationship between cyber threats and combat readiness, 

Table 1 summarizes the principal categories of military cyber threats and their 

operational consequences. 

Table 1 

Cyber threat categories and their impact on combat readiness 
Cyber threat 

category 
Primary target Operational effect 

Impact on combat 

readiness 

Confidentiality 

breach 

Intelligence and 

planning systems 

Disclosure of plans 

and capabilities 

Loss of surprise and 

increased 

vulnerability 

Integrity 

manipulation 

Command and data 

processing systems 

Distorted or false 

information 

Incorrect decisions 

and misallocation of 

forces 

Availability 

disruption 

C2, communications, 

logistics 

System outages and 

delays 

Reduced operational 

tempo and 

coordination 

Supply chain 

compromise 

Software and 

hardware components 

Hidden 

vulnerabilities and 

backdoors 

Long-term 

degradation of 

system trust 

Insider-enabled 

attacks 

Privileged access 

points 

Bypass of technical 

controls 

Elevated risk of 

systemic failure 
 

From the standpoint of combat readiness, the critical factor is not merely 

the occurrence of cyber incidents but their timing, duration, and scope. Even 

short-term disruptions during decisive phases of an operation can produce 

disproportionate effects, particularly when they affect high-level command 

systems or integrated networks. Consequently, cyber threats introduce a non-

linear risk profile, in which minor technical events may escalate into 

operational crises. 



  

Міжгалузеві диспути: динаміка та розвиток сучасних наукових досліджень  

 
188 

In this context, cyber threats should be evaluated using readiness-oriented 

metrics rather than purely technical indicators. Parameters such as time to 

detection, time to recovery, and the degree of functional degradation of 

mission-critical systems provide a more accurate representation of how cyber 

incidents influence combat capability. Understanding cyber threats in these 

terms establishes the analytical foundation for designing protection 

architectures that directly support and enhance combat readiness, which is 

addressed in the subsequent section. 

Architecture of Information System Protection to Ensure Combat 

Readiness and a Model for Assessing Cyber Resilience 

Ensuring combat readiness under contemporary conditions requires an 

architecture of information system protection that is explicitly oriented toward 

operational continuity rather than formal cybersecurity compliance. Military 

information systems must remain functional, controllable, and trustworthy 

under conditions of cyber pressure, partial degradation, and active 

confrontation. Therefore, protection architecture should be designed not only 

to prevent intrusions but also to sustain mission-critical functions when 

prevention fails. 

At the conceptual level, the protection of military information systems 

should be based on the principles of layered defense, distributed responsibility, 

and resilience by design. The layered approach, commonly described as 

defense in depth, assumes that no single technical or organizational measure is 

sufficient. Multiple protective layers, including network segmentation, access 

control, cryptographic protection, endpoint security, and continuous 

monitoring, are structured to delay, detect, and limit the impact of cyber 

attacks. This approach is particularly important in military environments, 

where systems must operate in contested and degraded conditions. 

A critical architectural principle is the alignment of protection measures 

with mission-critical functions. Not all information systems contribute equally 

to combat readiness. Command and control systems, situational awareness 

platforms, secure communications, and key logistical systems represent 

priority assets whose degradation directly affects operational capability. 

Consequently, protection efforts should be prioritized according to system 

criticality and operational dependency, rather than applied uniformly across 

the entire information infrastructure. This mission-oriented prioritization 

allows limited resources to be concentrated where cyber failures would have 

the most severe operational consequences. 
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Technical protection measures must be complemented by organizational 

mechanisms that govern system operation throughout the lifecycle. These 

include clear allocation of responsibility between command authorities, 

cybersecurity units, communications personnel, and system operators. 

Incident response procedures, predefined decision thresholds, and rehearsed 

response scenarios are essential to ensure rapid and coordinated action during 

cyber incidents. Regular exercises, including red team activities and command-

level simulations, are necessary to validate not only technical defenses but also 

decision-making processes under cyber stress. 

From the perspective of combat readiness, the key property of a protected 

information system is cyber resilience. Cyber resilience refers to the ability of 

systems to anticipate, withstand, recover from, and adapt to cyber incidents 

while maintaining acceptable levels of operational performance. Unlike 

traditional security metrics focused on vulnerability counts or compliance 

status, resilience emphasizes time-dependent and mission-relevant 

parameters. 

To operationalize this concept, a model for assessing cyber resilience as a 

component of combat readiness can be constructed around four interrelated 

dimensions: availability, integrity, controllability, and recoverability. 

Availability reflects the degree to which critical systems remain accessible 

during cyber incidents. Integrity captures the reliability and trustworthiness of 

information used for decision-making. Controllability describes the ability of 

commanders and operators to retain effective control over systems under 

degraded conditions. Recoverability measures the time and resources required 

to restore mission-critical functionality after disruption. 

 
Fig. 1. Architecture of information system protection and cyber resilience 

as a component of combat readiness 
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Assessment of cyber resilience should be conducted using scenario-based 

evaluations that reflect realistic operational contexts. Rather than abstract 

testing, systems are evaluated against specific mission scenarios with defined 

thresholds of acceptable degradation and recovery times. The results of such 

assessments provide commanders with actionable insights into how cyber 

risks translate into operational limitations and where protective investments 

yield the greatest readiness benefits. 

In this way, the architecture of information system protection becomes an 

integral element of combat readiness management. By linking technical 

safeguards, organizational processes, and resilience metrics to mission 

outcomes, cyber defense is transformed from a supporting technical function 

into a core enabler of sustained military effectiveness. 

Conclusion 

Cyber threats have become a decisive factor shaping combat readiness, as 

the integrity, availability, and controllability of information systems directly 

determine the effectiveness of command and operations. Treating cyber 

resilience as an integral, measurable component of combat readiness enables 

armed forces to maintain operational effectiveness under persistent cyber 

pressure and evolving threat conditions. 

 

References: 
1. Hashimov, E. et al. (2022). Determination of coordinates of targets from unmanned aerial 

vehicles. Journal of Defense Resources Management, 13(2).  

2. Hashimov, E.G. (2016). The flight dynamics of drones. National security and military sciences, 

2(3), 11-16. 

3. Garayev, M. F. (2024). Analysis of the possibilities of the photogrammetry method in object 

detection. I n Problems of informatization. (p. 6). 

4. Hashimov, E.G. et al. (2016). Terrain orthophotoplanes making for military objects revealing. 

National security and military sciences, 2(4), 14-20. 

5. Hashimov, E. G., & Maharramov, R. R. (2021) Methods of effective detection of unmanned aerial 

vehicles. I n Проблеми інформатизації . Тези доповiдеи , 9, 18-19. 

6. Nasibov, Y. A. et al. (2019). Modelling of the rationally deployment of observing systems. Сучасні 

інформаціи ні системи, (3,№ 2), 10-13. 

7. Talibov, A. M. et al. (2025). The use of unmanned aerial vehicles for monitoring chemical and 

radiation contamination. In Current directions of development of information and communication 

technologies and control tools: Proceedings of the 15th International Scientific and Technical 

Conference (Vol. 4, pp. 88-89). 

8. Talibov, A. M. et al. (2025). Modeling and forecasting radiological and chemical threats in the 

military sphere. In Current directions of development of information and communication 

technologies and control tools: Proceedings of the 15th International Scientific and Technical 

Conference (Vol. 1, pp. 120-121). 



 

30 січня 2026 рік ♦ м. Харків, Україна ♦ МЦНД 
. 

 
191 

9. Talibov, A. M. et al. (2025). Application of biotechnology to mitigate the consequences of 

radiological and chemical contamination. İn Current directions of development of information and 

communication technologies and control tools, 1, 86-87. 

10. Jabrayilov, A. R. et al. (2025). Development of a comprehensive environmental protection system 

for military facilities. Current directions of development of information and communication 

technologies and control tools (Vol. 4, pp. 82–83).  

11. Jabrayilov, A. et al. (2025). Digital technologies and artificial intelligence in the management of 

environmental safety in the army. In Current directions of development of information and 

communication technologies and control tools. Proc. of 15-th International Scientific and Technical 

Conference (Vol. 1, pp. 110-111). 

12. Talibov, A. M. et al. (2025). Training military personnel in radiation and chemical threat 

protection methods. Proceedings of the 15th International Scientific and Technical Conference 

(Vol. 4, p. 94–95). 

13. Jabrayilov, A. R. et al. (2025). Experience of international cooperation in the field of military 

environmental safety. Current directions of development of information and communication 

technologies and control tools (Vol. 1, pp. 116–117).  

14. Jabrayilov, A. R. et al. (2025). Prospects for creating closed ecological life support systems. 

Current directions of development of information and communication technologies and control 

tools (Vol. 4, pp. 92–93).  

15. Jabrayilov, A. R. et al. (2025). The role of environmental monitoring in ensuring the safety of 

military units. Current directions of development of information and communication technologies 

and control tools (Vol. 1, pp. 128–129).  

16. Talibov, A. et al. (2024). The main anthropogenic sources of atmospheric pollution. In Problems 

of Informatization: Proceedings of the 12th International Scientific and Technical Conference (Vol. 

3, pp. 53–54). Baku–Kharkiv–Bielsko-Biala. 

17. Mammadov, R. et al. (2024). Enhancing special forces management efficiency in modern 

operations. In Problems of Informatization: Proceedings of the 12th International Scientific and 

Technical Conference (Vol. 3, pp. 31–32).  

18. Ismayil, I. et al. (2025). Optimization of composite material selection in the design of military 

UAV wings. Scientific review of the actual events, achievements and problems: Collection of 

scientific papers «SCIENTIA» with Proceedings of the V International Scientific and Theoretical 

Conference (pp. 107–115)  

19. Babayev, S. et al. (2025). Enhancing operational effectiveness through command and control 

integration of autonomous robot swarms. Scientific review of the actual events, achievements and 

problems: Collection of scientific papers «SCIENTIA» with Proceedings of the V International 

Scientific and Theoretical Conference (October 3, 2025, Berlin, Germany) (pp. 75–82). 

https://doi.org/10.36074/scientia-03.10.2025 

20. Islamov, I. et al. (2025). Hybrid communication models for UAV swarms: Towards scalable and 

energy-aware network optimization. Scientific guidelines: Theory and practice of research – 

Proceedings of the VI International Scientific Conference (Kyiv, Ukraine, October 3, 2025),  

pp. 185–195. https://doi.org/10.62731/mcnd-03.10.2025 

21. Islamov, I. et al. (2025). Integrating environmental security into defense strategy with a focus on 

radiological and chemical risks. Strategic directions of science development: Factors of influence 

and interaction: Collection of scientific papers with materials of the VII International Scientific 

Conference (Cherkasy, Ukraine) (pp. 115–125).  

22. Islamov, I. et al. (2025). Big data analytics and machine learning for predicting radiation and 

chemical threats in the military sphere. Theory and practice of modern science: Collection of 

https://doi.org/10.36074/scientia-03.10.2025
https://doi.org/10.62731/mcnd-03.10.2025


  

Міжгалузеві диспути: динаміка та розвиток сучасних наукових досліджень  

 
192 

scientific papers «SCIENTIA» with proceedings of the X International Scientific and Theoretical 

Conference (Kraków) (pp. 30–38).  

23. Tahirov, R. K. et al. (2024). Environmental aspects of information technology implementation. In 

Problems of Informatization: Proceedings of the 12th International Scientific and Technical 

Conference (Vol. 3, pp. 138–139). 

24. Kovtun, A. V. et al. (2025). Techno-economic assessment of a hybrid solar, wind, and biomass 

system for suburban power supply. In The driving force of science and trends in its development: 

Collection of scientific papers «SCIENTIA» with proceedings of the IX International Scientific and 

Theoretical Conference (pp. 112–119).  

25. Salmanov, E. I. et al. (2025). Ways to improve logistical support in the Azerbaijani Army.  

In The driving force of science and trends in its development: Collection of scientific papers 

«SCIENTIA» with proceedings of the IX International Scientific and Theoretical Conference  

(pp. 88–95).  

26. Huseyn-Zada, K. et al. (2025). Spatial patterns of automobile emissions in urban areas: A GIS-

based study of Baku. In Development of scientific thought in the post-industrial society: Modern 

discourse: Proceedings of the VIII International Scientific Conference (pp. 170–179).  

27. Islamov, I. et al. (2025). The use of unmanned systems and artificial intelligence to enhance 

radiation and chemical safety in military ecology. In Innovations and the scientific potential of the 

world: Proceedings of the VII International Scientific Conference (pp. 183–192).  

28. Huseynov, M. et al. (2025). Application of modern multi-sensor technologies for ground target 

detection. In Innovations and the scientific potential of the world: Proceedings of the VII 

International Scientific Conference (pp. 172–182).  

29. Tabunenko, V. et al. (2025). The dynamics of UAV flight integrated with route planning. In Modern 

tools and methods of scientific investigations: Proceedings of the VI International Scientific and 

Theoretical Conference (pp. 46–56).  

30. Babayev, S. et al. (2025). The impact of unmanned aerial vehicles on the strategy and tactics of 

modern warfare. In Modern tools and methods of scientific investigations: Proceedings of the VI 

International Scientific and Theoretical Conference (pp. 28–36).  

31. Mammadov, E. S. et al. (2025). Environmental impact of transportation systems: Challenges and 

sustainable solutions. In Scientific review of the actual events, achievements and problems: 

Proceedings of the V International Scientific and Theoretical Conference (pp. 120–128).  

32. Islamov, I. et al. (2025). Innovative approaches to environmental recovery in conflict-affected 

areas. In Scientific discoveries and fundamental research: World experience: Proceedings of the VII 

International Scientific Conference (pp. 180–190).  

33. Rustamli, B. et al. (2025). Prospects and challenges of bio-nano remediation of military-

contaminated lands. In Scientific discoveries and fundamental research: World experience: 

Proceedings of the VII International Scientific Conference (pp. 227–237).  

34. Zulfugarov, B. et al. (2025). Next generation overground intelligent pedestrian crossing: A 

technological approach to improving road traffic safety. In Global perspectives on 

multidisciplinary research: Theory and practice: Proceedings of the II International Scientific and 

Theoretical Conference (pp. 113–121).  

35. I vanchenko, O. V. et al. (2025). Technical aspects of wind energy production. In Global 

perspectives on multidisciplinary research: Theory and practice: Proceedings of the II International 

Scientific and Theoretical Conference (pp. 65–72).  

36. Muradova, E. E. et al. (2025). Analytical evaluation of UAV-based logistical operations in 

contemporary military systems. In Topical issues of science development: Proceedings of the VI 

International Scientific Conference (pp. 351–360).  



 

30 січня 2026 рік ♦ м. Харків, Україна ♦ МЦНД 
. 

 
193 

37. Akhundov, R., & Hashimov, E. (2025). Enhancing the efficiency of the military environmental 

security system through the implementation of advanced technical means. In Modeling, Control 

and Information Technologies, (No. 8, pp. 348–352)  

38. I smayil, I . et al. (2025). Optimization of wind energy production in Azerbaijan. In The driving 

force of science and trends in its development: Proceedings of the IX International Scientific and 

Theoretical Conference (pp. 82–90).  

39. Rustamov, A. et al. (2025). Application of artificial intelligence in the command and control 

system of naval forces. In The driving force of science and trends in its development: Proceedings 

of the IX International Scientific and Theoretical Conference (pp. 103–111).  

40. Islamov, I. et al. (2025). Prospects for the use of robotic complexes in eliminating the 

consequences of environmental accidents at military facilities. In Achievements and 

advancements of applied and fundamental sciences of the 21st century: Proceedings of the X 

International Scientific Conference (pp. 301–311).  

41. Piriyev, H. K. et al. (2025). Optimizing intelligence, surveillance, and assessment in urban 

environments. In Achievements and advancements of applied and fundamental sciences of the 21st 

century: Proceedings of the X International Scientific Conference (pp. 246–256).  

42. Huseynov, M. et al. (2025). Integrated application of remote sensing in defense and environmental 

oversight. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, pp. 114–115). 

43. Krikun, V. L. et al. (2025). Accelerating decision making and operational efficiency through C4ISR 

architecture. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, pp. 120–121). 

44. Maharramov, R. R. et al. (2025). Impact of high-frequency electromagnetic fields on UAV swarms 

and countermeasures. In Problems of Informatization: Proceedings of the 13th International 

Scientific and Technical Conference (Vol. 2, pp. 122–123). 

45. Muradov, S. A. et al. (2025). System-level methods for enhancing UAV flight safety and resource 

efficiency. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, pp. 124–126). 

46. Javadov, J. M. et al. (2025). Integrating UAV imagery with GIS-based spatial analytics to forecast 

border risks. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, pp. 116–117). 

47. Kartashov, O. S. et al. (2025). Hybrid acoustic seismic approach for the identification of moving 

targets. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, pp. 118–119). 

48. Ibrahimov, B. G. et al. (2025). Research of multiservice communication networks taking into 

account dynamically emerging security threats. In Problems of Informatization: Proceedings of the 

13th International Scientific and Technical Conference (Vol. 2, pp. 10–11). 

49. Islamov, I. et al. (2025). Controller-level scalability problems in software-defined networks. In 

Problems of Informatization: Proceedings of the 13th International Scientific and Technical 

Conference (Vol. 1, pp. 70–71). 

50. Valehov, S. A. et al. (2025). AI-based efficiency model in university governance. In Problems of 

Informatization: Proceedings of the 13th International Scientific and Technical Conference (Vol. 1, 

pp. 26–28). 

51. Barbashin, V. K. et al. (2025). Enhancement of operational readiness via predictive maintenance 

and network optimization. In Problems of Informatization: Proceedings of the 13th International 

Scientific and Technical Conference (Vol. 1, pp. 72–74). 



  

Міжгалузеві диспути: динаміка та розвиток сучасних наукових досліджень  

 
194 

52. Dergachov, K. et al. (2025). AI-based physical and cyber defense for energy grids and 

transportation systems. In Problems of Informatization: Proceedings of the 13th International 

Scientific and Technical Conference (Vol. 1, pp. 75–78). 

53. Huseynov, B. S. et al. (2025). Multisensor detection architectures on UAV platforms: Methodology, 

indicators and implementation in Azerbaijan. In Problems of Informatization: Proceedings of the 

13th International Scientific and Technical Conference (Vol. 2, sections 3 and 7, pp. 132–134). 

54. I smayil, I ., et al. (2025). V-model application in oil pipeline protection: Risk-oriented integration 

and test strategies across the lifecycle. In Problems of Informatization: Proceedings of the 13th 

International Scientific and Technical Conference (Vol. 4, sections 5 and 6, pp. 108–109). 

55. I smayil, I ., et al. (2025). System-level optimization of Azerbaijani wind projects: AEP, LCOE, and 

grid stability. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 2, sections 3 and 7, pp. 138–139). 

56. Ibrahimov, B. G., et al. (2025). Analysis of monitoring processes in the system of environmental 

safety and special-purpose communications infrastructure. In Problems of Informatization: 

Proceedings of the 13th International Scientific and Technical Conference (Vol. 4, sections 5 and 6, 

pp. 47–48). 

57. Hazarkhanov, A. T., et al. (2025). Visual analytics across security and systems engineering: 

Foundations for the V-Model and C4ISR. In Problems of Informatization: Proceedings of the 13th 

International Scientific and Technical Conference (Vol. 4, sections 5 and 6, pp. 74–76). 

58. Sakov, A. A., et al. (2025). Policy-oriented technology selection for environmental security 

assurance. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 4, sections 5 and 6, pp. 52–54). 

59. Rustamov, A. R., et al. (2025). A systems approach to urban operations for the protection of critical 

infrastructure and the management of civilian risks. In Problems of Informatization: Proceedings 

of the 13th International Scientific and Technical Conference (Vol. 4, sections 5 and 6,  

pp. 80–82). 

60. Petrovski, A. A., et al. (2025). A multi-criteria AHP framework for hybrid renewable supply in 

suburban contexts. In Problems of Informatization: Proceedings of the 13th International Scientific 

and Technical Conference (Vol. 4, sections 5 and 6, pp. 97–100). 

61. Sadiqli, A. B., et al. (2025). GIS-based evaluation of road traffic emissions and substantiation of 

control measures. In Problems of Informatization: Proceedings of the 13th International Scientific 

and Technical Conference (Vol. 4, sections 5 and 6, pp. 101–104). 

62. Bakhshali, V. I ., et al. (2025). Hybrid energy systems in Azerbaijan: Resilience metrics and spatial 

constraints. In Problems of Informatization: Proceedings of the 13th International Scientific and 

Technical Conference (Vol. 4, sections 5 and 6, pp. 94–96). 

63. Talibov, A. A., et al. (2025). Game theory enabled multi-level logistics planning. In Problems of 

Informatization: Proceedings of the 13th International Scientific and Technical Conference (Vol. 4, 

sections 5 and 6, pp. 105–107). 

64. Hasanov, A. H. et al. (2024). The strategic role of special forces in modern conflicts. 

65. Mammadov, E. V. et al. (2025). Eco-innovations and sustainable development in the military 

sector in the face of contemporary challenges. Current directions of development of information 

and communication technologies and control tools, 1, 126-127. 

66. Mammadov, E. V. et al. (2025). Innovative technologies for radiological and chemical safety in 

military units. Current directions of development of information and communication 

technologies and control tools, 1, 118-119. 

67. Mammadov, E. V. et al. (2025). Development of effective personal protective equipment against 

radiation and chemical hazards. 



 

30 січня 2026 рік ♦ м. Харків, Україна ♦ МЦНД 
. 

 
195 

68. Axundov, R. Q. (2023). Azərbaycan Ordusunda radiasiya, kimyəvi və bioloji kəşfiyyatїn 

xu susiyətləri. 4-cu  Sənaye I nqilabї və I qtisadiyyatїn Rəqəmsallaşdїrїlmasї: Beynəlxalq Elmi 

Konfransїn Materiallarї, 104-108. 

69. I smayil, I smayil (2025). Security and protection of Azerbaijan’s oil and gas pipelines: 

cybersecurity and risk management approaches. Матеріали конференціи  МЦНД, (11.07.2025; 

Львів, Украї на), 136–144.  

70. Akhundov, R. (2025). Advancements in monitoring radiation and chemical hazards for military 

environmental safety. Матеріали конференціи  МЦНД, (04.07. 2025; Ужгород, Украї на),  

89-97. 

71. Hashimov, E., & Khaligov, G. (2024). The issue of training of the neural network for drone 

detection. Advanced Information Systems, 8(3), 53-58.  

72. Bayramov, A.A. et al. (2018, April). The supervisory control systems deployment in mountainous 

terrain. In VIII Int. Conf.“Modern development trends of ICT and control methods (pp. 3-4). 

73. Akhundov, R., & Islamov, I. (2025, November). Military Environmental Security under Radiation 

and Chemical Threats. In Modeling, Control and Information Technologies: Proceedings of 

International scientific and practical conference (No. 8, pp. 414-419). 

74. Akhundov, R., & Islamov, I. (2025, November). Potential Threats to Environmental Security of the 

Armed Forces under Radiation and Chemical Hazards. In Modeling, Control and Information 

Technologies: Proceedings of International scientific and practical conference (No. 8,  

pp. 404-408). 

75. Akhundov, R., & Ibrahimov, B. (2025, November). Ensuring Information Security within the 

Military Environmental Safety System. In Modeling, Control and Information Technologies: 

Proceedings of International scientific and practical conference (No. 8, pp. 178-183). 

  


